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Disclaimer

The information in this document may not be construed or used as legal
advice about the content, interpretation or application of any law,
regulation or regulatory guideline. Customers and prospective customers
must seek their own legal counsel to understand the applicability of any

law or regulation on their processing of personal data, including through
the use of any vendor’s products or services.
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Ano, podnikli jsme kroky k zabezpeceni

Je to sice podle norem, ale je to dostatecné?
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Ano, mame zabezpeceno
Zabezpecujeme spravneé na spravnych mistech?
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Ano, monitorujeme
Koordinace slozek? Vitezstvi marketingu...?
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Ano, monitorujeme
Prehnané ambice? Jsou to relevantni data?
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Jste pripraveni na hacking?
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Komplexni zabezpeceni databaze

Test a vyvoj

Uzivatelé

Datové
ulozisté
>
4/
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Komplexni zabezpeceni databaze

Test a vyvoj

Unik dat z
Jak konsolidovat, ale testu/vyvoje
nezpfistupnit data vSem?
Uzivatelé
SQL Injection
Zneuziti pravomoci
Délba roli ve spravée db.
Unik dat
Jak vypadala data
v dobé incidentu? Administratofi
Prevzeti pfihlaseni z
Kerberos, MS Active Datové
Directory ulozisté

2 Prokazatelnost
A o Onik dat of “/‘/“/’ dloh Zahlazeni stop
nonymn E)r|§tup nix dat pres. alohy Konsolidace auditu
pres spoleCny operacni systém
technicky ucet Kradez zaloh
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Komplexni zabezpeceni databaze

Test a vyvoj

Unik dat z
Jak konsolidovat, ale testu/vyvoje
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SQL Injection
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Komplexni zabezpeceni databaze

Uzivatelé

Silna autentizace (ASO)
feSi problém
Prevzeti pfihlaseni z
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Proxy authentication
feSi problém
Anonymni pfistup
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) _ Test a vyvoj
Virtual Private Database

Label Security

SQL Injection

Fesi problém Unik dat z
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Komplexni zabezpeceni databaze
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Komplexni zabezpeceni databaze
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Komplexni zabezpeceni databaze
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Komplexni zabezpeceni databaze
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Komplexni zabezpeceni databaze
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Komplexni zabezpeceni databaze
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Confidential — Oracle Internal/Restricted/Highly Restricted

Analyza strukturovanych dat z hlediska osobnich udaju

Pfiprava metadat Identifikace dat s osobnimi udaji

Pofizeni metadat Automatické zpracovani Manualni zpracovani
Nazev DB, nazev tabulky, Metadata
nazev sloupce, typ pole + prirazeni entit

Podobnostni A
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Confidential — Oracle Internal/Restricted/Highly Restricted

Analyza strukturovanych dat z hlediska osobnich udaj

Metadata Similarity Analysis GDPR Class
|| similarity simarity
o ownen TABLE nAmE coLumMN_NAmE oATATYRE | (Rl v )| e - . Gorm entit
- - Mame | - - | Hamei - - - -
002 REGIONS REGION_NAME VARCHARZ
2004 COUNTRIES COUNTRY_NAME VARCHARZ
4008 LoCATIONS POSTAL CODE VARCHARZ
200 LOCATIONS v VARCHARZ
021 EMPLOYEES FIRST_NAME VARCHARZ
a0z EMPLOYEES LaST_amE VARCHARZ
20 EMPLOYEES EmaiL VARCHARL
024 EMPLOVEES PHONE_NUMBER  VARCHAR2
038 EMP_DETAILS VIEW  CITY VARCHARZ
047 EMP_DETAILS VIEW  FIRST_NAME VARCHARZ
08 EMP_DETAILS_ VIEW  LAST_NAME VARCHARZ
050 EMP_DETAILS_VIEW  COUNTRY_NAME VARCHARL
4051 EMP_DETAILS_VIEW  REGION_NAME VARCHARZ 7 s
4007 LOCATIONS STREET_ADDRESS VARCHARZ PO d O b n O St n a n a I a
= e | yz
011 LOCATIONS COUNTRY_ID NUMBER
025 EMPLOYEES HIRE_DATE TIMESTAMP(3)
08 EMP_DETAILSVIEW  COUNTRY_ID nuMBER
001 REGIONS REGION | NuMBER
2005 COUNTRIES Metadata Simifarity Analysis GDPR Class
013 DEPARTMENTS T similaity simiariy | —
o opprony W@ owken | mamewse cownsume: | o | Fa . | e - . " 8 == T
049 EMIP_DETAILS_VIEW + -
———— 40 REGIONS REGION_NAME VARCHARZ 0,733 loc_segion_nane obecmist Lname iméno s pimen WO ek
a00a COUNTRIES COUNTRY_NAME  VARCHARZ 1 country_name st 1 name;country Iména 2 imen cbc mdste st i uEncst semd
008 LocATIONS POSTAL_CODE vARCHARZ 1 postal_cade ust 1 postal p
003 LOCATIONS cry VARCHARZ 1 ety ohec/mésto 1y iresa - ulice » & misto narocenche/méstn
021 EMPLOYEES FIRST_NAME vaRCHARZ 1 frst_name Iméno s pFment 1 name Iméno:s pigmen
o2 EMPLOYEES LAST_NAME VARCHARZ 1 last_name iméne 2 pment 1 rame P —
anzs EMPLOYEES AL VARCHARZ 1 email emailavd sdvesa 1 email e-mailovd adresa
a0 EMPLOYEES PHONE_NUMBER  VARCHARZ 1 phone_number elefonni filo 1 rumber phone 10 Barkuniha s deneaénd idaje ydané sstem - rc eiefonn 2lo
03 EMP_DETAILS VIEW  CITY VARCHARZ ety e 1oy Bresa - ulice 3 £ mito narcaenobec/misto
a7 EMP_DETAIS_VIEW  FIRST_NAME VARGHARZ 1 first_name iméro & priment 1 rame iméno s pimen
018 EMP_DETAILS_VIEW  LAST_NAME vARCHARZ 1 lest name Iméno s eiment L name Iméno s pimen
050 EMP_DETAIS_VIEW  COUNTRYNAME  VARCHARZ 1 country_name semt 1 rame country mén 2 pimen obec mdsto stitni i utnestzemb
ans1 EMP_DETAILS_VIEW  REGION_NAME VARCHARZ 0,733 loc_region_name ohec/mésto 1 name iméno 8 pimen
4007 LOCATIONS STREET_ADDRESS VARCHARZ 1 street_sddreas sdress - ulice s Ep 1 address street ‘sdresn - ulice  £p,p sdreza ménn B pFijmeni,chec /méstn,paé
003 CoUNTRIES couNTRY.I0 NUMBER ne
o1 LOCATIONS cauNTRY. 10 NuUMBER e
a0z EMPLOYEES TMESTAMP(3) 07 birth_sste dotum nareseni == pr—
043 EMP_DETAILS_VIEW NUMBER - 4 s .
: Manualni validace
a0s COUNTRIES Metadata Similarity Analysis GDPR Class
a3 DEPARTMENTS i~ 3 I -
a2 J08_HISTORY t ! i T I H 5 T .
4049 EMP_DETAILS VIEW | o g i, | = g z i i E i
— § H ild|¢ H = 3 H H £
g LR f H i H 4 J
| z z z zI=p zl = =] z z
002 REGIONS REGION_NAME 1 REGION_NAME Zemt 1 naw méno 8 piimeni Mo zemt
004 COUNTRIES COUNTRY_NAME 1 couNTRY.pame zme 2 NaECouNTRY méne s piimenickecimésiosts A0 Zamé
008 LOCATIONS POSTAL_CODE 1 posTal_cone w5t 1 posTa et wo et
009 LOCATIONS cny ey sbecimisto 1cv adresa-ulice s Epmistonarorer NG abec/misto
021 EMPLOYEES FIRST_NAME 1 PIRST_NAME 2 name méno 2 siimeni 450 iména s siimen
o EmMPLOYEES LAST_NAME 1 LT NamE jméne a phjment 2 e méno 2 almeni 40 jménaa plmen
an23 EMPLOYEES EmALL 1 B emoilok adresa 1 a emailovi adresa A0 emailond adeesa
a0 EMPLOYEES PHONE_NUMBER 1 priame_swniets selefonniislo 2 numses, priome Eilo bankounng ity dent ks, a0 telefonnd dilo
03 £MP_DETAILS VIEW  CITY 2 env sbecimeo vemv adresa - uice s pmism nacozer ana obec/méss
ana7 EMP_DETAILS_VIEW  FIRST_NAME 1 FIRST_NAME 1 e iméno 8 piimeni MO iméne s piimens
a0 EMP_DETAILS_VIEW  LAST_NAME 1 LT name iméne a siiment 2 nawe iméno 2 siimeni 40 iména s siimen
050 EMP_DETAIS_VIEW  COUNTRY_NAME 2 counTRY_ paME zeme 2 NAMECOUNTRY Jméno apllmeniskecimisiosts  ANO  Zemd
ans1 EMP_DETAILS_VIEW  REGION_NAME 1 REGION_NAME zeme 1 A iméno apiimeni
007 LocATIONS STREET_ADDRESS 1 sTReET_sooRess dress -ulicza e 1 anoRess sTReE iresa-ulce s p P adresamé N0 adresa-ulkeale
003 coUNTRIES counTRY 10 a7 counay stitn plislutnost Zemt 1 conay chec/mista statnd plilutnostZe  HE
o1 LOCATIONS cauNTRY. 10 07 counTay 1 counTay chec/mista stitni pfislusnasiZe  HE
025 EMPLOYEES WIRE_DATE 07 s pare 2 oare otum narasent ne
043 EMP_DETAILS VIEW  COUNTRY.ID 07 countay st phisiutnoszemt 2 counay coec/mist s ptslvtnossze WE
001 REGIONS REGION_ID 0635 REGION_NAME zeme ne
005 COUNTRIES REGION_ID 0,635 REGION_NAME z=me ne
013 DEPARTMENTS DEPARTMENT_NAME 05 PASTREET MAMEPARTY NAME  adresa -ulice adpjménas 1 NAME fméno apljmeni ue
ans2 JOB_HISTORY START_DATE 08 BITH DATESHORT_NAME  datum naroserijméno . 1 0aTE atum narazent ne
4043 EMP_DETAILS VIEW  DEPARTMENT NAME 06 PA_STREET_NAMEPARTY_WAME  sdres - ulice n ép jménc s 1 name yméno 3 piijmeni NE
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