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Selling Globally: Regulations & Laws
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- RED = Comprehensive data protection law
ORANGE = Partial or limited data protection law
YELLOW = Draft data protection law being considered

5 BLUE = Broad sectoral privacy regulations
SKY = Constitutional right to privacy

Country is currently blue, but considering a
comprehensive data protection law

China has sectoral laws as well as a voluntary
“guidelines for personal information protection”



Data Protection Program
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Policies and |dentification and Data Risk and Incident
Standards Classification Organizational Maturity Response
Oversight and Privacy Security Awareness and

Enforcement Education
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Know Your Assess & Raise
Secure

Data Manage Awareness

CCCCC



Cisco Security
Advisory Services

AGDPR Services

aSecurity Privacy and
Risk Management
Services

Alncident Response
Services

ASecurity Strategy and
Architecture Services



CiIsco Security aAdvanced Threat
Products/Solutions aNetwork Security

APolicy and Access

ACloud Security
AWeb and Email Security
ARansomware Defense

AEncrypted Traffic Analytics

Ta LOS Cisco Talos Threat Intelligence



Cisco Security Architecture
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A New Era of Diglitizat

Brings a New Era of Security Challenges

Workloads are

More loT devices
moving to the cloud

connect everyday

Expanded attack surface

Loss of control

Mobile workers with
many devices

Numerous &
persistent threats

High likelihood of a breach

Loss of visibility
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The Solution: Network + Security

Enlist the Rest of your Network for Security
Detect threats everywhere

See and analyze all traffic across the
extended network

Typical Network:
<10 firewalls

<100 routers
<1000 switches

Fortify the firewall

Strategically place next-gen
firewalls for more effective _ _
protection | Contain and isolate threats

Dynamically enforce software-defined
segmentation based on business roles




