GDPR a kyberneticka bezpecnost



Bezpecnost je komplexni disciplina

* Ochranu objektu
* Pristup
« Kameroveé systemy
* Pozarni opatreni

* Ochranu osob

* Ochranu dat
* To je o Cem se vetsinou bavime my

* Ochrana dat pred jejich ztratou napr. (zalohovani) vysoka
dostupnost

* Ochrana dat pred jejich odcizenim
* Ochrana dat pred jejich zneuzitim
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Pocitacova bezpecnost
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GDPR povinnost chranit data + prava

* Povinnosti spravcu

* Ochrana dat
* [nterni hrozby
« Externi hrozby

 Prava uzivatelu
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Koncept a motivace utoéniku soucasnosti

The Economics of Computer Hacking

Peter T. Leeson
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Figure 2: Data Breach Incid |

Jedina motivace nyni je zisk

Current prices on the Russian underground market:

Hacking corporate mailbox: $500

Winlocker ransomware: $10-20

Unintelligent exploit bundle: $25

Intelligent exploit bundle: $10-$3,000

Basic crypter (for inserting rogue code into a benign file): $10-$30
SOCKS bot (to get around firewalls): $100

Hiring a DDoS attack: $30-$70/day, $1,200/month

Botnet: $200 for 2,000 bots

DDoS botnet: $700

Zeus source code: $200-$500

Windows rootkit (for installing malicious drivers): $292

Hacking Facebook or Twitter account: $130

Hacking Gmail account: $162

Email spam: $10 per one million emails

Email spam (using a customer database): $50-$500 per one million emails
SMS spam: $3-$150 per 100-100,000 messages
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Time to compromise and exfiltration.
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Detection x Compromise % day or less
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Botnet for rent
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We use Dday exploits to get devices - not only telnet and ssh scanner.

Anti ddos mitigation techniques for tep/udp.

Limited spots - Minimum 2 week spot.

Flexible plans and limits.

Free short test attacks, if we have time to show.
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O-day utoky pohled v Case

Malware variants
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Prekazka zavedeni bezpecnostnich technologii

Nejwdtii prekafky ravedeni pokrodilych bezpeénostnich procesd a technologii 200% (n=2432)
Rozpoftovd omezend B o Nedostatednd mmalost B i
Probdémy 5 kompatibditou - ER Firemni kultura / postoje - EE
Pofadavky na certifikaci B Nedostatek kvahfikovanyeh pracovrid [ 22%
Kenflikt priarit B Mechuf k nakupu pred owéfenim B
pri velkd momentaini zaté: [N 24 Podpors vykiiho veden . o
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Vecny soubo]

» Utoénik
« Zrychleni vyvoje
« Zdokonaleni technologii
« Zlevnéni zdroju
* Obrance
« ROI
* Projekty
« Stavajici bezpecnostni reseni
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Funkéni modely?

» Misto detekce Prevence

* O-trust model

* Security by design??

* Privacy by design je pouze zlomek



Security je o nejslabsim clanku

» Vzdy se najde ne€jaky zpusob

» Snahou vsak je nebyt zcela bez ochrany
* Mit lepSi ochranu/obranu nez ostatni

» Védét co chranim, jakou to ma cenu



Co pomaha?

« Zamestnanci

* |nformovanost, meritelnost
» Utoé&nici

 Prevence

* Nove technologie, nespolehat pouze na detekcl, vidét
znamena mit sanci
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Co si mysli zameéstnanci o firemnich datech

Top Reasons Employees Believe
It Is Acceptable to Take Corporate Data

It doesn't harm the company 53%

51%

My company doesn't strictly enforce its policies

The information is generally available and not secured _ 44%

| won't receive any economic gain 35%

0% 10% 20% 30% 40% 50% 60%
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2016 Internet Security Threat Report

One Page Summary

ECyber c N Cyber scammers now make you call them

IAn extrer 1N€Fake technical support scams have evolved from cold-cal

to ensna N ¢unsuspecting victims to the attacker fooling victims into cal 3 most likely
dewce th; @bllithem directly. Attackers trick people with pop-up error alerts, t out the year.
found ne @dn steering the victim to an 800 number where a “tech support r 0 targeted
“ Symantec @ll I"attempts to sell the victim worthless services. In 2015, Symar employees

smart wa &/l €blocked 100 million of these attacks. risk.

~

C

Cyber scammers now make you call them

Fake technical support scams have evolved from cold-calling

Web administrators still struggle to stay current unsuspecting victims to the attacker fooling victims into calling

on patches them directly. Attackers trick people with pop-up error alerts, thus
There were over one million web attacks against people each day steering the victim to an 800 number where a "tech support rep”
in 2015, Cybercriminals continue to take advantage of vulner- attempts to sell the victim worthless services. In 2015, Symantec
abilities in legitimate websites to infect users, because website blocked 100 million of these attacks.

administrators fail to secure their websites. Nearly 75 percent of

all legitimate websites have unpatched vulnerabilities, putting us

all at risk.
For more informatiol btth cyberthaatld cape and
the potential impact t has against you and your organization,
download the 2016 Symantec Internet Security Threat Report at:

www.symantec.com/threatreport
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Scope of the GDPR

relation Or from
oint of view.
pefinition | defr
~gignification ofa W
i essen’tia\ to .t‘r_xe o
an explanationz
L what is 2

Defines Personal Legal basis for
data processing

Embedding privacy Data security

PROTECT PERSONAL INFORMATION THROUGH ITS LIFECYCLE
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GDPR - Uniky dat
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[ Basbianiying onvour ehildren? Top Tesco would face fines of up to £1.9bn

toy firms fined $835,000 for tracking under GDPR for Tesco Bank breach
online activity and collecting personal
data of children under 13

« Viacom, Mattel, Hasbro and JumpStart fined for tracking kids online
. Two-year probe was conducted by New York Attorney General's office
. Must $835,000 and regularly check websites for tracking technology

Entire Tesco group would be in the firing line - with demands for
more payouts on top from class-action lawsuits

Graeme Burton

e e TESCO Bank
@graemeburton ~ =====

By ASSOCIATED PRESS and STACY LIBERATORE FOR DAILYMAIL.COM CLUBCARD
PUBLISHED: 20:04, 13 September 2016 | UPDATED: 07:36, 15 September 2016 ) Credit Card
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TAGS
Gone are the days when children being out past dark was a parent's worst fear; now lA . Cry e Wi SR Data breach, Eretail,
2 SR . mm

they have to worry about smart toys tracking their child's every move. ; 1_{_:'[ ' Iv. - 1 } 1‘ 1 [:r [} I Blackberry, Ecommerce
After a two-year probe, Viacom, Mattel, Hasbro and JumpStart have been ordered to S V““’l',"‘ff‘.} e “,""]"‘6 JANUARY 17, 2017 9AM . SHANNGN WILLIAMS
pay $835,000 in fines for tracking and collecting personal data of children online. Us/ o U8/ ] - =

2 Comments 'ﬂ J A = 20 Protect your data at all costs, if this latest scandal is anything to go by.
All four companies allowed tracking technology on their websites, which violates the QUBCARD 0 <
Children's Online Privacy Protection Act that limits marketing to children under 13. That's the takeaway lesson from a recent news item appearing on the

this morning, detailing how a naughty former employee exported her company’s entire

Scroll down for video customer database before she exited the door.

0 . online fashion e-retailer Showpo is suing Black Swallow, a
. similar e-commerce business, which Showpo claims has used the database to market itself as an
affiliate of Showpo

The article says former Showpo employee Melissa Aroutunian exported the 306,000-strong
customer database before she left the company, and passed it on to Black Swallow.
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Snaha vse utajit jiz nebude fungovat

Chovanec chce vySetfit, kdo kyberutok na i s veencmmor "

informaci

MZV prozradil verejnosti

Hackersky (tok na ministerstvo zahraniéi trval nejméné rok. Utoénikiim na poéitaéovou
sit’ se za tu dobu podafrilo ukrast vice nez 7 000 dokumentu, nékteré z nich obsahovaly

2 3 2 d 201 7 1 3 05 citlivé informace. Jejich drzitel mize podle Narodniho centra pro kybernetickou
bezpeénost (NCKB) ziskat nad Ceskem strategickou vyhodu. S odvolanim na zpravu
NCKB to dnes napsal server Info.cz. Zpravu pievzala CTK.

Ministr vnitra Milan Chovanec (CSSD) trva na diisledném vysetfeni toho, odkud na ¥ Tweet SRR i o - mi > | sciet REEYCET LS
verejnost unikly informace o hackerském utoku na éeské ministerstvo zahranici. Séf

diplomacie Lubomir Zaoralek (CSSD) o Gtoku informoval v ttery poté, co o ném napsala m
néktera média. Chovanec dnes novinarum rekl, ze statni organy o ¢innosti hackera védély
s predstihem a predéasny unik miize ohrozit vySetifovani. Zpravu prinesla CTK.

W Tweet G+ 0 3 To se milibi | Sdilet RERTELIEELN
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GDPR Is about data governance

Principles of data Permission applies to:
collection » Specific data

=Fairly and lawfully Co | | ect Process » Specific purpose

=Receiving consent * Notify of changes
=Relevance /
=Proportionality .
*Types of data
Information

lifecycle -

Management of: .
= Duration

e Access

. . * Types of data
* Right to rectify data

« Data destruction policy Manaae aﬂfetai n & Secure
. Data_ transfers g Secur » People
* Applicable rules » Process
» Technology

» Data loss
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DATOVY AUDIT
Gnor 2017 — srpen 2017

Ra RN

Obecné nafizeni na ochranu osobnich udajl
(GDPR) vstoupi v €lenskych zemich EU v platnost
25. kvétna 2018. Cas do pfistiho jara se mlize zdat
jako dlouh4 doba, opak je vak pravdou. Ceské
statni ani soukromé organizace nejsou na tuto
novou normu pripraveny a ¢as to napravit se krati.

Na pfikladu fiktivni eské organizace o 1 000
zaméstnancich podléhajici rezimu zakona o verej-
nych zakéazkach, ktera by zapod&ala s pfislusnymi
kroky neprodlené v Gnoru leto$niho roku, si mize-
me ukazat, Ze i pfi optimistickém odhadu ¢asové
naro¢nosti kroku, které vedou k souladu interniho
systému ochrany osobnich tdaji s GDPR, neni
pravdépodobné Uspésné dokoncit proces této

wrw

pripravy dfive nez prave v kvétnu pristiho roku.

GDPR neni bezzuba norma. Oproti pokutdam do-
sud ukladanym za poruseni pravidel pro ochranu
osobnich tdajti pfislusnymi organy CR pfichazi
GDPR s pokutami do vySe 20 milionti Euro nebo
do vyse 4% z celosvétového roéniho obratu. Pfi
zkoumani poruseni GDPR je ale poleh&uijici okol-
nosti, pokud dand organizace alespori &ini kroky
pro omezeni rizik v oblasti ochrany osobnich Gda-
ju — tedy pokud s pfipravou alespori zacala.

Mate dotazy k GDPR?

Zavolejte nam:

Petr Zahalka, tel.: +420 602 354 836
specialista kybernetické bezpecnosti, Avnet,
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TENDR NA SW A HW
Z4f 2017 — Gnor 2018

za 5 aneb CESKA REPUBLIKO, I ==AVNET

minut 12 PROBER SE

PRIV
cT ASSES
IMPLEMENTACE IMPAC . 6 _ listopad 2018
) NOVEHO SYSTEMU e

VYBER DPO g — kvéten 2018

Gnor 2017 -7

prezen 201

DATOVY AUDIT

Casova naroénost: 6 - 12 mésici

Datovy audit dava odpovédi na otazky, co, kde, jak a pro¢ organizace déla s osobnimi daji. Pro vétSinu velkych ¢eskych organizaci je problém tyto otazky
kvalitné zodpovédét vlastnimi zaméstnanci. Bez téchto odpovédi neni mozné kvalitné poptat nové feseni interniho systému nakladani s osobnimi daty. Proto je
tfeba, aby si organizace nechaly zpracovat datovy audit. Tento proces v pfipadé organizace s 1 000 zaméstnanci zahrnuje vypsani zameéru, vyhlaseni verejné
zakézky na zpracovatele datového auditu, jeho vybér, provedeni samotného auditu a zpracovani zavér(. Takovy proces trva pfiblizné 6 — 12 mésicu.

TENDR NA SW A HW

Casové naro&nost: 6 mésicl

Pfiprava zadavaci dokumentace pro takto sloZitou zakdzku na zakladé vysledk( datového auditu je sama o sobé ¢asové naroénym Ukolem, obzvl&st v pfipadé
aplikace zakona o vefejnych zakazkach. Ten sice v pfipadé otevieného fizeni pro nadlimitni vefejnou zakazku umozriuje stanovit Initu pro podani nabidek na
52 dny, souc¢asné ale zadavatel musi mit na paméti, Ze Ih(ta by méla byt adekvéatni sloZitosti zakazky. Pro hledéni komplexniho feSeni v oblasti IT se navic hodi
institut tak zvaného soutézniho dialogu, ktery je pochopitelné ¢asoveé narocnéjsi. | po pripadném vybéru dodavatele je pak tfeba poéitat s moznosti namitek ze
strany nelspésnych uchazecl. Zkusenost ukazuje, Ze primérné doba od vypséani nékolikamilionové vefejné zakazky v oblasti IT do podpisu smlouvy s doda-
vatelem ¢&ini 6 mésica.

& ~
VYBER DPO
Casova naroénost: pravdépodobné znaéna
V pfipadé statni spravy a soukromych organizaci pravidelné a systematicky zpracovévajicich velké objemy osobnich Gidajli je podle GDPR povinné vytvoreni
pracovni pozice povéfence pro ochranu osobnich (daji (Data Protection Officer — DPO). Tato pozice pfitom klade na ¢lovéka, ktery ji bude zastavat, mimoréad-
né naroky, nebot v sob& musi kombinovat hluboké znalosti o procesech v instituci se znalostmi a rozhledem v oblasti IT. Zejména ve statnich a vefejnych insti-
tucich takovi lidé schazeji. Odhady miuvi o 1 000 aZ 1 500 schézejicich profesionlech v této oblasti ve statnich a vefejnych institucich v CR. Obsazeni tohoto
postu bude trvat néjakou dobu. Jeho neobsazeni mize zpozdit pfipravné ¢innosti a v kvétnu 2018 se bude jednat o nelegéini stav.

IMPLEMENTACE NOVEHO SYSTEMU

Casova naro&nost: 3 mésice

| po vysoutéZeni nového softwaru a hardwaru pro zajisténi adekvatni miry ochrany osobnich (dajli je tfeba uvést tento novy systém v Zivot, spolu s Gpravou inter-
nich smérnic, procesti a proskolenim zaméstnancl v oblasti ochrany dat. Spusténi takto rozséhlé zmény ve velké organizaci mlze stéZi trvat méné nez tfi mésice.

PRIVACY IMPACT ASSESMENT

Casova naro&nost: 6 mésict

Kazdy projekt, jehoz soucasti bude zpracovani velkého objemu osobnich Gdaijtl, ktery bude spustén po 25. kvétnu 2018, bude muset splfiovat pozadavky
GDPR. Jelikoz ochrana je zejména otdzkou designu jakéhokoli IT feSeni (dodate¢né naprogramované ochranné prvky jsou finanéné nékolikandsobné naroc-
néjsi a nejsou dostate¢né Gcinné), je tfeba provést vyhodnoceni dopadd na soukromi jednotlivce jesté pfed zacatkem pfipravy projektd, které maji byt realizo-
vany v dobé platnosti GDPR. Tento ¢as tedy mizeme symbolicky pri¢ist k celkové dobé pfipravnych ¢innosti, které museji ve velkych organizacich probéhnout
v nejblizsi dobé.




Dekuji za pozornost

* Petr Zahalka
* Techdata
» petr.zahalka@techdata.com

* +420 602 354 836
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