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@Symantecw

@ Cyber Security Services

Arm your team with actionable insights
Extend your team with experts who interpret and prioritize critical events to respond faster than you can alone

..... ©..  Threat Protection

N @ Protect against the most advanced threats with
complete protection from endpoint, to email, to

servers, to cloud

.
o

Safeguard your information everywhere by
keeping track of it when it’s in motion, at rest
orin use

Unified Security Analytics Platform

Leverage Symantec Cyber Security Services, Threat Protection and Information Protection solutions in one platform and collect
deep actionable intelligence from telemetry no other security solutions provider can claim




Pe O p I e @Symantecw

And their behavior increase risk of data loss

User habits and expectations are evolving

Creating, storing and consuming more
information outside the corporate perimeter
Authorized and unauthorized cloud and
mobile apps

Sharing data that shouldn’t be shared

Storing sensitive information where it’s
vulnerable to loss or theft
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Protect Sensitive Data @symantec.

over cloud email

Betty G. - Well Meaning Insider

HR Manager | Insurance Company
Detection and Response

Q Problem " Result

N
Betty attempts to email Cloud: DLP inspects Cloud: Monitor, Secure your most
confidential employee content and context for notify user, encrypt or sensitive assets — keep
data without knowing it policy match as email block the malicious outsider

leaves Office 365 . , from finding them
Endpoint: Display

Endpoint: DLP inspects pop-up, justify, block
the mail when user hits email, remove content
Ilsend”

@Symantecm Adva Ntage » Detection | High-performance | Off Network Coverage | Flexible Response



Discover Data “Spills™

and clean them up

Charles N. - Well Meaning Insider

Software Developer | Investment Banking Firm

Detection and Response

O‘ Problem

Charles inadvertently
stores source code on
an unprotected share

1035300
wfio)s
o

Network Discover scan
finds the exposed
source code, Data
Insight IDs Charles as
the file owner

Network Protect can:

Notify Charles
Encrypt the data
Move the file

Apply rights
management policies

« Result

Secure your most
sensitive assets — keep
the malicious outsider
from finding them

@Symantecm Adva ntage » Broad Scan Coverage | Data Owner ID | Encryption | Data Owner Remediation



I nt rOd u Cti O n @Symantecm

rod) Symantec Data Loss Prevention

Discover

Locate where your sensitive
information resides across
your cloud, mobile, network,
endpoint and storage systems

Where does your
confidential data o

live?
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Introduction

rod) Symantec Data Loss Prevention

How is it being
used?

Monitor

Understand how your
sensitive information is being
used, including what data is
being handled and by whom
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I nt rOd u Cti O n @fSymantecw

rod) Symantec Data Loss Prevention

\I

y Protect

Stop sensitive information
from being leaked or stolen
by enforcing data loss policies
and educating employees

How do you
prevent data loss?
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O U r a p p roa C h @fSymantecw

Gives you comprehensive coverage across all channels

Cloud

Mobile D

On-premise

Unified Policies,
Management,
and Reporting
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Manage easily

With unified data loss policies

Detection Response

Content Context Action Notification
Credit Cards Who? Notify User

SSNs What? Justity Manager
Intellectual Where? Encrypt Security
eE Prevent Escalate

O @ O O




Protect cloud data Ssrartnc

IN BOX

Scan Box Accounts
TO DISCOVER SENSITIVE DATA

Protect confidential files
USING YOUR EXISTING DLP POLICIES

Actively encourage self-remediation

WITH VISUAL FILE TAGS, NOTIFICATIONS EMAILS,
AND A SELF-SERVICE PORTAL




Protect cloud data Ssrartnc
In Office 365 and Gmalil

Single, convenient cloud-based
email protection solution

Stop malware, spam and
malicious links

Protect against data breaches

Combines industry-leading email
security and DLP




P r0ve n @fSymantecw
Methodology for risk reduction

Visibility
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Risk Reduction Over Time



Why Sym antec (@ symantec.

Innovation and market leadership

O Consecutive Years of
Technology Leadership




Why Sym antec (@ symantec.

Innovation and market leadership

The Global Market
Leader in DLP




Symantec
Data Loss Prevention

A unified solution for
all your data loss channels
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3 kroky k nalezeni a ochrane citlivych dat @Symanteg

* Definice citlivych dat — pravidla pro vyhledavani:
* Podle obsahu —slova, véty, spojeni, frekvence, externi slovniky
* Podle otisku (fingerprint) dokumentu
* Nastaveni mist pro vyhledavani

* Nalezeni citlivych dat — jednorazové a pravidelné:

* Ulozisté — Uloziété SAN/NAS, databaze, Windows file-shares, SharePoint sites, Unix
file-shares, ...

* Koncové body — uzivatelské stolni pocCitace a notebooky

* Ochrana citlivych dat — vynuceni bezpecnostnich pravidel
* Ulozi$té — mazani, pfesuny citlivych dat
 Sit —sledovani pohybu citlivych dat, zamezeni uniku pres perimetr

* Koncové body — sledovani a pripadné omezeni prace uzivatele s citlivymi daty
(kopirovani, e-mail, HTTP, FTP, tisk, vypalovani, atd.)



@ Symantec.
Datovy audit — zadani

* /pracovavame osobni Udaje nasich zakaznikl. Jsme presvédceni, ze data zpracovavame
v souladu s nasimi predpisy, které jsou prisné a zajistuji ochranu dat pozadujici GDPR.

» Zavedeni naprostého souladu vsak vyzaduje Upravu nékterych core systému a pred
jejich zahajenim potrebujeme zjistit zda nejsou osobni udaje zpracovavana jeste jinde a
IELS



Datovy audit — provedeni

* 3 faze

* Definice scope
— GDPR - pouzity template

— Pridano vyhledani jesté ,,Obchodni dokumenty”

* Provedeni auditu

— Provedeni skenu ulozist, databazi, servert i desktoptl Data in rest

— Monitoring prace uzivatelt Data in move

* VV\yhodnoceni
— Vypracovani zpravy

— Prezentace vysledkd

@ Symantec.



@ Symantec.
Datovy audit - vysledky

» Data spadajici pod GDPR byla nalezena na vice nez 2000 mistech mimo informacni
system

* Pres 200 z nich bylo na mistech s minimalni drovni zabezpeceni
* Bylo zjisténo vice jak 500 zasadnich selhani opravnénych uzivatelu

* Opatreni jesteé nebyla stanovena, ale vysledky jsou pouzity pro analyzu nezbytnych
Uprav procesu i systému

* Ukazalo se, ze zavedeni pravidelneého monitorovani je nezbytné pro udrzeni dosazenée
Urovne zabezpeceni.



@Symanteg
Shrnuti

* Ochrana dat musi byt cilena

* Potrebuji vedet kde data lezi a jak se s nimi pracuje

Potrebuji pokryt vSechna rizika, vSechny vektory uniku
* Lepsi je mit jedno reseni, které mi zajisti kompletni ochranu, nez mit vice oddéelenych

* Pozor na pravni dusledky podrobného monitorovani korespondence a cinnosti uzivateld

Pokud potrebujete pomoci s analyzou stavajiciho stavu a navrhnout optimalni reseni
obratte se na nas!



@ Symantec.

THANK YOU

Ing. Petr Zahalka

Avnet s.r.o.

+420 602 354 836
petr.zahalka@avnet.com
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APPENDIX



Protect Sensitive Data

over cloud email

Betty G. - Well Meaning Insider

HR Manager | Insurance Company
Detection and Response

Q Problem

N
Betty attempts to email Cloud: DLP inspects
confidential employee content and context for
data without knowing it policy match as email

leaves Office 365

Endpoint: DLP inspects
the mail when user hits
Ilsendﬁ

Cloud: Monitor,

notify user, encrypt or
block

Endpoint: Display
pop-up, justify, block
email, remove content

« Result

Secure your most
sensitive assets — keep
the malicious outsider
from finding them

@Symantecm Adva Ntage » Detection | High-performance | Off Network Coverage | Flexible Response
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Discover Data “Spills™

and clean them up

Charles N. - Well Meaning Insider

Software Developer | Investment Banking Firm

Detection and Response

O‘ Problem

Charles inadvertently
stores source code on
an unprotected share

1035300
wfio)s
o

Network Discover scan
finds the exposed
source code, Data
Insight IDs Charles as
the file owner

Network Protect can:

Notify Charles
Encrypt the data
Move the file

Apply rights
management policies

« Result

Secure your most
sensitive assets — keep
the malicious outsider
from finding them

@Symantecm Adva ntage » Broad Scan Coverage | Data Owner ID | Encryption | Data Owner Remediation



Gain Visibility and Contro| @sm

of information in cloud storage

Sanjay V. - Well Meaning Insider

Assistant Controller | Manufacturing Company

Detection and Response

O‘ Problem

Sanjay copies pre-
released financial data
to a cloud storage site

@Symantecm Adva Ntage ) Lightweight Agent | Cloud Storage | Unified Policies

1035300
wfio)s
o

Cloud Storage scans
Box for sensitive files
and tags them

Endpoint: DLP detects
sensitive files before
upload to personal
cloud storage

Enable user self-
remediation via Data
Insight self service

portal

Block sensitive files

« Result

Higher visibility into
where data is going

Change users’ behavior

32



Prevent

Information theft

Mimi L. - Malicious Insider
Soon-to-be-former Account Executive | Staffing Firm

Detection and Response

O‘ Problem

Unhappy or departing
employees copy or
share client records and
resumes via email or
removable storage

@Symantecm Adva ntage p» Continuous Coverage on PCs | Custom Pop-ups | Incident Escalation | Content Removal

1035300
wfio)s
o

DLP monitors desktop
and network activity

Notify (warn) the user
of their actions

Inform manager,
security and/or HR

Stop the transmission
or copy

« Result

Information assets
don’t leave with the
employee

People know they are
being monitored




Ochrana dat x ochrana soukromi

* Ochrana soukromi x ochrana majetku

— Jedna se o stret téchto prav

* Implementace monitoringu znamena splnit tristupnovy test proporcionality
— Vhodnost
— Potrebnost

— Porovnani, vyvazeni



Vhodnost

* Umoznuje opatreni, kterym zasahujeme do prava na soukromi (nebo jej omezujeme)
vubec dosahnout sledovany cil?

* Pokud podezrivame zameéestnance z toho, ze odesila data e-mailem konkurenci, je
vhodné uchovavat i obsah soukromeé korespondence neobsahujici firemni data?

* Jak takove e-maily poslouzi k deklarovanemu ucelu?



Potrebnost

* Pokud jsme zvolili vhodné opatreni, meli bychom jej porovnat s jinymi v uvahu
pripadajicimi opatrenimi, umoznujicimi dosahnout stejného cile, avsak nedotykajicimi
se zakladnich prav a svobod, respektive zasahujicimi do konfliktnich prav v mensi mire.



Porovnani, vyvazeni

» Zvazeni zasahu do soukromi bude nutné casto ucinit az v konkrétnich pripadech:
— pausalizované reakce na zjisteny problém (naruseni pravidel, vyskyt definovaného stavu) nemusi
odpovidat adekvatni obrané prav zameéestnavatele

* Pokud se presto nekvalifikované rozhodneme zasah do soukromi ucinit, muze byt ve
svéem dusledku protipravni



