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IBM aktivity v oblasti GDPR.

= IBM participovala na vyjednavanich GDPR v ramci EU a snazila se zmirnit jeho
pozadavky
= Aktivni GCast na vyjednavani dopadu nafizeni na cesky trh
— Clen expertni skupiny na ochranu osobnich udaju pfi Uradu viady

— Aktivni ¢len SPD a jeho pracovnich skupin
—Seminafe s UOOU pro spolecnosti napfi¢ celym trhem

» ZkuSenosti a aktualni informace
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IBM GDPR reseni bezpecnosti
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IBM resSeni

QRadar SIEM,
Resilient

Guardium, BigFix,
Maas360

QRadar Incident
Forensics

QRadar VM, QRadar
RM

Identity Governance
and Intelligence,
Access Manager



IBM GDPR feSeni pro praci s daty

.. vybrana oblast: pravo na informaci, vymaz, prenositelnost

Predpoklad (min. spolec¢ny)

= schopnost odpovédét na otazku "Jaka data o mé mate?"

= klasifikace a nalezeni osobnich udajl v organizaci (bez ohledu na to
zda jde o strukturovana ¢i nestrukturovana data a kde se nachazeji)

(IBM Watson Explorer & Information Analyzer)
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Clients
Uvodni D IBI}” PD?R
- reseni
nastaveni

1. inicidlni konfigurace

2. naplnéni katalogu : obrazovky
: 3.sbér dat o klientech " procesy
. 4. konfigurace crawler( orchestrace
: 5, konfigurace eraserli pravidla

6. spusténi discovery :

Jaké informace o mé mate a k
jakému uéelu slouzi?

Identifikace osobnich ddajt
Shér dat a parametri pro hledani

Y

Nalezeni relevantnich Gdaju
Crawlery ziskaji detailni pfehled o datech klienta ve
viech zdrojich bez ohledu na jejich typ

v

Interakce s katalogem dat
Vyhledani popisu a Gcelu konkrétnich systémi ve
kterych byla data nalezena.

Y

Pfiprava reportu
Preddefinovana Sablona odpovédi pro klienta je

naplnéna potiebnymi tdaji a pripravena ke schvaleni.

Y

Odpovéd’ klientovi
Odpoved klientovi v pozadovane formé a ulozeni
informaci o spInéni pozadavku pro pfipadny audit.

PInéni pozadavku

a) pravo na informaci

- schopnost odpovédét na otazku "K jakému ucelu data
vyuzivate?" a z pohledu kontroly "Jakym zpUsobem s daty
nakladate?"

- zavedeni katalogu dat, pomoc s tvorbou obsahu a procest,
které zajisti jeho aktuélnost

(IBM Governance Catalog)

b) pravo na vymaz

- schopnost provést danou akci, neohrozit béh organizace a
respektovat jina nafizeni (nadfazena legislativa aj.)

- hastaveni mechanismu vymazu nap¥. redakce dokumentt i
mazani prostfednictvim ETL

(IBM DataCap a DataStage)

c) pravo na prenositelnost

- schopnost exportovat set dat o subjektu tdaji a poskytnout je
ve vhodném formatu

- hastaveni ETL procesu a integrace do zakaznického portalu
(IBM DataStage)



IBM GDPR feSeni pro praci s daty

. vybrané komponenty komplexniho feseni

IBM GDPR Solution

Interface: BPM
BFM slougi jako uZivatelske prostiedi a systém
zajistujici orchestraci jednotlivych komponent.

Klienti
e Catalog: IS Governance Catalog | Audit DB: DB2

Encyklopedie IT prostfedi, dat, politik, proces(

umoziiujici spréavu dat a podporu DPO. WyuZivana jako dloZisté logu aktivit a jejich evidenci.

Datové zdroje :
: (pFiklady) ; Classification: Information Analyzer Discovery: WEX Advanced
: . : . PouZivan ke klasifikaci crlnych udajﬁ MEezi PouZivan k nalezeni konkrétnich citlnrych Udajﬁ we
il 14 . I el - ] .
! ESI;;thtltlt:,?r D?-’gi éBE;aE:;?ES tem; strukiurovanymi zdroji dat (databaze, xml soubory). wiech typech zdroju dat (pf. databaze, pdf, doc aj.).

%

Eraser 1: IS DataStage Eraser 2: DataCap
PouZivan k vymazavani poZadovanych strukturovamych PouZivan k redakci (vymazani resp. zajisténi
dat, popf. i k maskovani nebo zajisténi pfenositelnosti. | | “neditelnosti") nestrukturovanych dat (pf. pdf soubory).

Security: Guardium, QRadar
manitaring | zabezpeteni pfistupu | forenzni analyza | audit




IBM GDPR feSeni pro praci s daty

vybrana oblast: encyklopedie prostredi

Search nation Assets Labels Queries Collections Data Integration

Glossary

Information Governance Policies
INFORMATIO

Rights of EU data subjects

New and enhanced rights f or data subjects in the EU including erasure, access and portability

N GOVERNANCE POLICY DETAILS
= I?_.:, EU General Data Protection Regulation (GDF

+| 5 Accountability of compliance
-| (5 Data protection by design and default

{5 Demonstration of compliance

. INFORMATION GOVERNANGE RULE DETAILS

¥ Mask a Credit Card Number by using a Repeatable Method

Generates a masked but valid credit card number by algorithmically generating a consistently altered number based on the source value

fit=] Designation of the data protection office

g

Notification obligation regarding rectificati

fitz) Minimizing the amount of data processec

g

Right to data portability
fit Restricting access to personal data

+| fits] Technical and organizational measures f5 Right to erasure .
LONG DESCRIPTION This rule uses the Optim "Credit Card Number" data privacy provider by using a repeatable processing method. It generates a valid but masked credit card number
?_ L f | d c t . . . credit card number based on the source credit card num .. Show More
[r=| LawTuiness and L.onsemn ffs] Right to object and automated individual d
. . . e REFERENCING POLICIES (1) ® EU General Data Protection Regulation (GDPR) » f Data protection by design and default » 5 Technical and organizational measures » {5 Data Privacy
ffs] Required information set for identification of
fis] Bight to Rectification stewaros () G Data Protection Officer Michal Gurtner

- 5 Rights of EU data subjects

¥ General Information

Right to restriction of processing

®

it Notification obligation regarding rectifica

IS HARD OR SOFT CONDITION 7 Hard (Hard requirement)

fiis Right to data portability

RULE CLASSIFICATION 7 Masking (Condition that requires the masking of data)

it Right to erasure

ors
itz Right to Rectification

Right to object and automated individual

fit=] Right to restriction of processing
-I (%5 Security of personal data
{5 Binding corporate rules
fits) Communication of a perscnal data breac
fitz) Notification of a personal data breach 1o
fits] Security of processing
+| (=] Global Insurance Information Governance Pc
fi5 IGD Dashboard Configuration Validity
fts PData Retention Policy

¥ Graphical View

IMPLEMENTED

¥ Governs (1)

GOVER

RELATIONSHIP GRAPH

¥ Implemented By (1)

BY ASSETS (1) @ TRANS CCN Function / & is-optim.ibm.com

NS ASSETS (1) § CREDIT CARD NUM / & IS-SERVERIBM.COM

» 3 JKLW EDW

- @ JKLW EDW ~ 2 CST DATA MASK

Information Governance Policies.

EU General Data P...

Right to data por...
O
Fight to Rectific...
O

Right to restrict
O

Rights of EU data.

Rightto erasure
Motification obli...

Right fo objecta
)

Informstion Governance Rules

Personal data por...
Customer's object *
Customer persoanl...

Right to object Customer's object..”
O

Autnmated individ




IBM GDPR feSeni pro praci s daty

.. vybrana oblast: encyklopedie prostredi

GDFR related systems

SYSTEM DETAILS

& OurContentStore

This file system of our company where we store document related to our clients.

B OurContentStore

¥ General Information (1)

OPERATES WITH DATA {1} B, GDPR Test Data / & |S-SERVERIBMCOM » B / IBM = @

CONFIDETIALITY 3 Medum

TYPE OF DATA Various

INFORMATION GOVERNANCE POLICY DETAILS

. Required information set for identification of Data Subject

— DATA GLASS DETAILS

™ National Identification Number

Unique ten or nine digit number

PARENT POLICY &5 EU General Data Protection Requlaticn (GDPR)

CONTEXT (f) Czech Personal Data

LABELS (1) f» GOPR

TYeE Regex
LABELS (1) £> GDPR

STEWARDS {1} {3 Data Protection Officer Michal Gurtner

ASSIGNED TO TERMS (1)

® Czech National Identification Number / @ EU General Data Protection Regulation (GDPR

GOVERNED BY RULES (1) @ Identification by National 1 Number

» Data Classifications (1)
¥ Definition

DATATYPE Numeric

¥ Information Governance Rules (£)
String
¥ |dentification by Full name and Address

RECULAR EXPRESSION Md(10)\d[SH BRG] (\d{EPA(3NS

¥ General Information

¥ |dentification by Mational Idefification Mumber

¢ |defification by Full Name and Date of Birth

EXAMPLE

ENABLED

GLASS CODE

845927/4648

True

rodnéGislo




IBM GDPR feSeni pro praci s daty

. vybrana oblast: nalezeni osobnich udaji v riznych datovych zdrojich

IBM Watson Content Analytics
0

g GDPR - ochrana osobnich udaju ~

- “) [J¢] W& ~ (petr) AND (keyword::/"Source"/"Database") 5/1000005 results matched X @ (@ Show advanced

~ Facet Navigation

»

»

* Date Facet Navigation S

Part of Speech (2
Phrase Constituent 2
My Keywords
Contains personal data?
Found personal data
Source

Drivers licence
Account number
Name

GPS coordinates
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Phone

Identity card ID
Address
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Marital status

E-mail

.- Documents 3 Facets L) Time Series |z} Deviations | Trends '] Facet Pairs a% Connections
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[] Database S |
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~ Selected document preview = BEN ~ Ratio of personal data = K

— = Found

@ personal

= data

) }z . E-m...
Zivotopis — vzor . Add...
1 B Fro...
Zivotopis — Petr Novotny Datum narozeni: 28.1.1996 )
Trvalé bydlisté: Brandtova 8, 40011 Usti nad Labem . Birt...
Pfechodné bydlisté: Slanska 455/2, 161 00 Praha 6, Repy . Name
Email: petr_novotny@chello.upc.cz

Telefon: +420 721 377 123




IBM GDPR feSeni pro praci s daty

.. Vybrand oblast: moznost vizualizaci napr. ve fazi ovéreni dat uréenych k vymazu
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Co muzeme nabidnout?

» Konzultace a sluzby
—Readiness Assessmet
—Bezpeclnostni audity
—Discovery a analyza dat
—Roadmapa a ¢asovy rozvrh implementace pozadavku
—A dalsi...

= Ucelené portfolio SW produktu, které pomohou feSit nové povinnosti
— Zajisténi bezpec€nosti — od bezpecnostniho monitoring az po aktivni ochranu
dat
— Analytické nastroje — feSeni vSech povinnosti tykajicich se nakladani s daty

= ZkusSenosti a expertni tym IBM
—Tym, ktery se kolem nafizeni pohybuje dlouhou dobu
—ZkuSenost s interni implementaci
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Je nutné zacit jednat

« 25.5.2018 prichazi GDPR v
ucinnost

« Implementace potfebnych opatreni
muze zabrat mesice

 Riziko vysokych sankci



