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AGENDA

Uvod do bezpecnostniho testovani
Distribuce a cile pro penetracni testy

Ukazka nastroju pro pentesting v
distribuci Kali Linux

Pouziti obfuskatoru a injektoru shellter
Ukazka pouziti skeneru zranitelnosti

Vyhody a nevyhody skenovani
zranitelnosti



VULNERABILITY ASSESSMENT VERSUS
PENETRATION TEST

Vulnerability assesment je proaktivni sledovani a
zjistovani slabych mist v infrastrukture. Byva
soucasti auditt.

Penetracni testovani je dalsi faze navazujici na
zjistovani zranitelnosti.



JAK ZVLADNOUUT VELKE MNOZSTVI
NASTROJU?

Doporucuji pouzivat ovérené security distribuce s
predinstalovanymi nastroji napr. Kali Linux
Doporucuji pouzivat zranitelné cile pro vyuku
hackingu a penetracniho testovani napr.
metasploitable linux



NEJPOUZIVANEJSI SECURITY DISTRIBUCE

KaliLiux (drive Backtrack)
Archlinux

Hacking9

Samural-wtf

pwnOS

Katana

Network Security Toolkit ( NST )

a dalsi



NEZABEZPECENE CILE - UNSECURE
TARGETS

Hackerdemia (de-ice)
Damn Vulnerable Linux
OWASP LiveCD

Damn Vulnerable Web App
Metasploitable Linux



POUZITI OBFUSKATORU A INJEKTORU
KODU - NASTROJ SHELLTER

Universalni nastroj pro modifikaci spustitelnych

souboru pro vsechny platformy (Win, Linux,
MAC). Free a portable.

Jednoduchy download zde:
https://www.shellterproject.com/download/

Uzivatel s1 muze vybrat co, kdy a kam vlozi.


https://www.shellterproject.com/download/
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LATEST DEMOS

Shellter V - Putty Magic
Shellter V - Puttygen Magic

Configure Shellter in Kali 2.0
x64

Shellter V & Kali 2.0

Shellter V

Shellter v4.0 - Reflective DLL
Shellter v4.0 - Doing Magic
Shellter 3.1 & Kali

Shellter 2.0 & kali

Shellter 2.0 & Win7 x64
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SHELLTER DOWNLOAD UPDATES

Download

Please take some time to read carefully the License Agreeml
the documentation before using Shellter.

By using this tool, it is implied that you agree with all the ter]
use mentioned in the License Agreement.

Shellter VI[6.2]
Compatible with: Windows & Wine/CrossOver for Linux/
Executable - SHA256:
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TIPS & TRICKS
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VLASTNI APLIKACE SHELLTER
DETEKOVANA ANTIVIREM
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[ Detection Type [ Status

[ scanning Fies
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POSTUP MODIFIKACE EXE APLIKACE

- T B
B sheliter VI ——y =NECE X

Choose Operation Mode — Auto/Manual (A/M/H>: M
Perform Online Uersion Check? (¥Y/N/H)>: N

PE Target: calc.exe

[ EEIEIEIEIEIEIEIEE

¢ Backup *
I

Backup: Shellter_Backups\calc.exe

Eaapamaa a a o s  E E E axa

¢ PE Compatibility Information
EalaaZaZototototokokotototototokokotototototokotaokototototakakad

Minimum Supported Windows 08: 6.1

Note: It refers to the minimum required Windows version for the target
application to »un. This information is taken directly from the
PE header and might be not always accurate.

PEFEIIIIIIIIIIIIIIIENE

¢ Packed PE Info

FHOOEOOOOOOOOE

Status: Possibly Not Packed — The EntryPoint is located in the first section?

I

 PE Info Elimination
EaEaZatototototokotototokototokototorotototakad

Data: D11 Characteristics (Dynamic ImageBase etc...>. Digital Signature.

Status: All related information has heen eliminated!?

Gather Dynamic Thread Context Info? (¥Y/N/H)>: ¥

Number of Instructions: 150080




NALEZENO JENOM SPECIALIZOVANOU
THREAT MNG. GATEWAY

150350f3 ¢ i 0 Vs  Servi 3 |S.uunpstpfddadza Antivirus scan

Soubor Upravy Zobrazit Oblibené polozky Nastroje Napovéda
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SHA256: 4608e4552a681fcd3950350f3cc42b96a5becaba8b674f005043e80M6282083

File name: calc.exe

Detection ratio: 3 /56 ‘ O a 0

Analysis date:  2016-04-19 14:55:11 UTC ( 1 minuta ago )

Analysis @ File detail © Additional information ® Comments ©) Votes

Antivirus Resuit Update

Ikarus Trojan.Win32.Swrort 20160419

McAfee-GW-Edition BehavesLike.Win32.Trojan.bc 20160419

Qihoo-360 HEUR/QVM10.1.0000.Malware.Gen 20160419

ALYac (] 20160419

AVG (] 20160419

AVware () 20160419

Ad-Aware ] 20160419 v




NAVAZANI SPOJENI S KALI LINUXEM

4] Kali-Linux-2016.1-vm-amd64 - VMware Workstation 12 Player (Non-commercial use only) = X
Player ¥ x ‘—J?;‘ ) L;' .

Applications v Places v [ Terminal ~

D ® g

Documents Downloads Music

k nsole: Starting program

f

|

L .
s invalid.
Pictures Public sbXSorsq.jpeg Templates ~/Desktop# “C

~/Desktop# "dpkg - chitecture 1386 && a

File Edit View Search Terminal Help

ppy Disk --add-architecture 1386 && apt-get update && et install wine32"
W,,y Y update && apt-get i L1y command not found
er Location:

fash install
=t F s i ture 1386 && apt-get update \ £ wine32': command not fc

Videos

Reading state information... Done
7 Package wine32 is not available, but is package.
root@kali: ~ h <age is missing,
ilable from another sourc

File Edit View Search Terminal Help

ine32' has no installation candidate
~/Des p# ifconfig
163<UP,BROADCAST ,RUNNING, MULTICAST>
- 2 234.128 netmask 255.255.255.0 broadcast 192.168.234.255
149 3 d <link>
he c:29 9 txqueueler
sionScheduler-3 H packets 14149 bytes 14972665 (14.2 MiB)
heduler-4 errors 0 dropped @ overruns @ frame 0
packe’ 4033 bytes 249026 (243.1 KiB)
errors 0 dropped @ overruns @ carrier 0 collisions @

3<UP,LOOPBACK , RUNNING>
et 127.0.0.1 netmask 255.0.
dler on 192. 3 .128: 128 <host>
(Local Loopback)
6291971 (158.5 MiB)
at 2016-04-19 11:3 0 0 frame 0

@O w=

..got system v
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UPRAVENE APLIKACE NEJSOU
DETEKOVANY ANTIVIREM

|2 Total Commander 7.50 public beta 2 - PortableAppZ
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Files Mark Commands

Net  Show Configuration

Start
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632 03.02.2015 2 " version_history txt 28 409 27.03 2016 15:25-a—
86 952 824 29.10.2014 18: r -
199 509 73,09 2014 14.32 o {3 On-Demand Scan Properties - (unsaved task} ==
472 873 19.06.2013 17:46 a— Task Help
Scan Locations | Scan tems | Exclusions | Pedomancs | Actions | Reports | Save As
b On-Demand Scan Progress - Al local drives [= | w Specy where scanning takes plsce Cancel
Scan Detection Help Apply
= ttem name [ Type I
_ _ _ _ LI s+ Memaory for rootkits Memory
@ Stop < Running processes Memory
1 Al local drives Local drives Fieset to Default
q I~
_ oo | . Registry Regityy Save as Defaut
Properties
Add.. Edt.. Fiemave Schede |
Scanning i |
- Scan options
fem
I ¥ Inchude sublolders 13
Progress
¥ Scan boat sectars
Nothing found Time: 02403 [Scanned: 251055 |Detections: 0 P
Ok /90 443k in 0 / Sfiles, 0 / 4 dirfs) 0k /2 099k in 0 / 7 il
c:\Users\M5084 1\Documents\tools\shellters
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POUZITI AUTOMATIZOVANYCH SKENERU
ZRANITELNOSTI

Jde o nutné zlo, které pouzivaji utocnici 1 obranci
Cilem je ziskat maximum informaci o cili

Muzeme ohrozit skenované cile



CILE SKENOVANI

Prehled MAC adres

Prehled o otevrenych portech
Prehled o bézicich sluzbach
Zjistovani zranitelnosti
Pouzivany software a jeho verze

Skenovani firewalll, load balanceru, WAF a dalsi



HLEDANI ZRANITELNOSTI

K dispozici je mnozstvi vulnerability scanneru
o Nessus
o Nexpose
o Metasploit
o Open-VAS
o Metasploit auxiliary modules
o Nmap

nmap 10.0.0.158 --script=*vuln*



SROVNANI VYSLEDKU VUCI
METASPLOITABLE LINUXU

Nessus 5

External Network Profile
Critical 3

High 6

Medium 22

Low 8

Info 137

OpenVAS 5

Full Audit Scan Profile
High 38

Medium 24

Low 36

Log 44

Nexpose

Full Audit Scan Profile
Critical 49

Severe 103

Moderate 18



CELKOVE SROVNANI VYSLEDKU

o Prevzato z:

https://hackertarget.com/nessus-openvas-nexpose-
vs-metasploitable/

o Nessus OpenVAS Nexpose Nmap
7 7 7 6

Zadny ze skenerli nenasel vse!



https://hackertarget.com/nessus-openvas-nexpose-vs-metasploitable/

PROVADENI VULNERABILITY SKENOVANI S
AUTOMATICKYMI NASTROJI

Vyhody Vulnerability Scanneru:
“Click-and-Go” dle planovace
Basic knowledge of IT and Security
Powerful
Up-to-date
Nevyhody Vulnerability Scanner:
Nutnost dokonfigurovani pro konkrétni prostredi
Snaha ,,vzdy néco najit”
Cena za profesionalni skenery

Nutnost pouzivat vice skenertu (kombinace
opensource/komercni nastroje)



HLAVNI ZAVER

I neznaly uzivatel dokaze s nastrojem Shellter
vytvorit kod nezjistitelny antivirem a
prekonavajici firewall pres port 443

Nespoléhejte na kladné vysledky skenovani
zranitelnosti. V praxi to nemusi nic znamenat a
utocnik muze ziskat pristup do vasi sité snadno
napr. pomoci technik socialniho inzenyrstvi.
Nespoléhejte jenom na antivirové nastroje a
firewally. V infrastrukture je treba pouzivat rovneéez
systémy IDS/IPS, next generation firewally a
specializované brany (threat management
gateway)





